
PLATFORM TYPES
The following are typical platforms commonly 
used in drone threat detection and denial 
systems.

� Ground-based Fixed Systems are designed 
to be used from stationary positions on the 
ground.

� Ground-based Mobile Systems that are 
designed to be mounted on vehicles and/or 
operated on the move.

� Hand-held Systems are designed to be 
operated by a single individual and by hand, 
here many of these systems resemble rifles 
or other small arms.

� UAV-based Systems designed to be 
mounted on drones.

Profen Defence Technologies has a full set of 
solutions that can provide turn-key bases in any size.

With relatively simple modifications, it is possible to 
convert cheap “off-the-shelf” consumer drones and 
hobby kit aircraft into rudimentary yet potentially lethal 
guided missiles or other airborne attack systems. In 
the military domain, small drones have been 
proliferating at a rate that has alarmed battlefield 
commanders and planners alike. Drones are also 
increasingly becoming a weapon of choice for 
non-state groups that employ the technology for 
surveillance, battlespace management, propaganda, 
and aerial strike attacks.

Therefore, defending critical infrastructures and 
facilities like government buildings factories, refineries 
and airports from unwanted drone activities has 
become especially important. 
It has become a wide and deep problem to protect 
these facilities against unwanted drone and UAV 
attacks. Counter-drone systems are likewise perceived 
as an important tool for security and law enforcement, 
as unmanned aircraft are increasingly being put to a 
variety of nefarious purposes. 

In parallel developments in drone technologies, drone 
denial systems are also rapidly developing to cope with 
the potential hazards of unwanted drones. It is, now, 
possible to detect small drones. Nowadays, 
technology combines different sensors in a system to 
ultimately detect drones. In a modern drone denial 
system, a combination of radiofrequency (RF) sensors 
with optical sensors (cameras) and/or radar is used for 
an accurate overview of more robust detection, 
tracking, and identification.
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DETECTION, TRACKING, AND IDENTIFICATION
A combination of the following systems are employed to increase 
the likelihood of successful detection, tracking, and identification.

Radar
Detects the presence of a 
drone, UAV, or small unmanned 
aircraft by their radar signature. 
These systems often employ 
algorithms to distinguish 
between drones and other 
small, low-flying objects, such 
as birds.

Radiofrequency (RF) 
Detects, locates, and in some 
cases identifies nearby drones 
by scanning for the frequencies 
on which most drones are 
known to operate.

Electro-optical (EO) 
Identifies and tracks drones 
based on their visual signature.

Infrared (IR) 
Identifies and tracks drones 
based on their heat signature.

Acoustic
Detects drones by recognizing 
the unique sounds produced by 
their motors. Acoustic systems 
rely on a library of sounds 
produced by known drones, 
which are then matched to 
sounds detected in the 
operating environment.

MITIGATION OR PREVENTION OF DRONE THREATS
A combination of the following system employs to increase mitigation or 
prevention of drone threats. For example, many jamming systems have 
both RF jamming and GNSS jamming capabilities in the same package. 
Other systems might employ an electronic system as the first line of 
defense and a kinetic system as a backup measure.

RF Jamming

Disrupts the radio frequency link 
between the drone and its 
operator by generating large 
volumes of RF interference. 
Once the RF link is severed, a 
drone will usually either 
descend to the ground or initiate 
a “return to home” maneuver.

GNSS Jamming
Disrupts the drone’s satellite 
link, such as GPS or 
GLONASS, which is used for 
navigation. Drones that lose 
their satellite link will usually 
hover in place, land, or return 
home.

Spoofing
Allows one to take control of or 
misdirect the targeted drone by 
feeding it spurious 
communications or navigation 
links.

Dazzling 

Employs a high-intensity light 
beam or laser to “blind” the 
camera on a drone.

Lazer

Destroys vital segments of the 
drone’s airframe using directed 
energy, causing it to crash to 
the ground.

High Power Microwave 

Directs pulses of high-intensity 
microwave energy at the drone, 
disabling the drone’s electronic 
systems.

Nets
Designed to entangle the 
targeted drone and/or its 
rotors.

Bullet 
Employs regular or 
custom-designed ammunition 
to destroy incoming unmanned 
aircraft.

Collision Drone 
A drone designed to collide 
with the adversary drone.
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